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INCIDENT DOCUMENTATION FORM 

To be filled in as soon as a security incident is detected 

Supplement to DS5 (Incident procedure) 
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1. Identification of the incident 

Date of detection [DD.MM.YYYY] 

 

Time of detection [HH:MM] 

 

Discovered by [Name and role of the person] 

 

Person in charge informed [Name of the practitioner] on [date] at [time] 

 

IT provider informed [Name] on [date] at [time] 

2. Nature of the incident 

Tick the type or types that apply: 

☐  Ransomware (ransom message, encrypted files) 

☐  Suspected successful phishing (compromised credentials) 

☐  Unauthorised access detected (suspicious login, compromised account) 

☐  Loss or theft of equipment (computer, hard drive, USB stick, phone) 

☐  Data sent to the wrong recipient 

☐  Accidental deletion of data 

☐  Hardware failure with potential loss of data 

☐  Other: [describe] 

3. Detailed description 

Describe the facts noted, the symptoms observed and the circumstances of the discovery: 

 

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________  
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4. Scope of the incident 

Computers affected [Number and identification of the computers] 

 

Server(s) affected [Yes/No, which ones] 

 

Backups affected [Yes/No, which ones] 

 

Network affected [Yes/No, extent] 

5. Data potentially affected 

Tick the categories of data potentially affected: 

☐  Patient identification data (names, addresses, AHV) 

☐  Health data (files, X-rays, diagnoses) 

☐  Financial data (invoices, payments) 

☐  Insurance data 

☐  Staff data 

☐  Passwords / credentials 

☐  Professional correspondence 

☐  Impossible to determine at this stage 

 

Estimated number of people 
concerned 

[Number or estimate] 

6. Immediate measures taken 

☐  Computer(s) isolated from the network (cable unplugged, WiFi turned off) 

☐  Computer(s) not switched off (evidence preserved) 

☐  Screenshots / photos taken 

☐  Passwords changed 

☐  IT provider contacted 

☐  Other: [describe] 

7. Assessment of the risk for the persons concerned 

Is the incident likely to result in a high risk for the rights of patients or other persons concerned? 

☐  Yes, notification to the FDPIC required (Art. 24 FADP) 

☐  No, low risk, notification not required 

☐  Cannot be ruled out at this stage (report required, to be completed later) 

 

Reasons for the assessment [Explain briefly] 
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8. Notifications made 

Body / person Date Means Reference 

FDPIC 
(databreach.edoeb.admin.ch) 

   

FOCS (report.ncsc.admin.ch)    

Cantonal police (117)    

Patients concerned    

Cyber insurance    

9. Follow-up 

IT provider's diagnosis [Summary] 

 

Date of resolution [DD.MM.YYYY] 

 

Corrective measures put in place [Describe] 

 

Data recovered [Yes/No, partly, from backup] 

 

Signatures 

 

Completed by (name and role): 
________________________________________________ 

Date: ________________________________________________ 

Signature: ________________________________________________ 

 

Approved by the head of the practice: 
________________________________________________ 

Date: ________________________________________________ 

Signature: ________________________________________________ 

 

This form must be kept with the evidence collected (screenshots, photos, logs). It is the 
documentation of breaches required by Art. 15 para. 4 DPO, to be kept for at least two years from 
the report to the FDPIC, and may be requested by the FDPIC in the event of an investigation. Keep 
it in a secure place, separate from the potentially compromised systems. 
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Legal notice and terms of use 

This document was written by DentalSystems Sàrl for information and awareness 
purposes. It does not constitute legal advice. The information in this document is up to date 
as of March 2026 and may change as legislation and regulations evolve. This English 
version is a translation; the French version prevails. 

For any legal question relating to the FADP, the GDPR or data protection in the medical 
context, consult a lawyer specialising in the field. 

Intellectual property 

This document is the exclusive property of DentalSystems Sàrl. All of its content (texts, 
structure, layout and graphic elements) is protected by copyright in accordance with the 
Federal Act on Copyright and Related Rights (CopA, SR 231.1). 

Permitted use 

This template is made available free of charge. It may be modified and used under the 
practice's name, including with its patients, staff and providers, without keeping our 
references. 

Prohibited use 

Unless DentalSystems Sàrl has given its prior written consent, the following are prohibited: 

–  Selling this document, even in modified form. 

–  Offering it for download to third parties (download sites, sharing platforms, resellers). 

The terms of use published on www.dentalsystems.ch apply; in the event of a 
discrepancy, they prevail over this notice. 

Limitation of liability 

This document is provided free of charge, for information. To the extent permitted by Swiss 
law, DentalSystems Sàrl is not liable for the consequences of its use; this limitation does not 
apply in the event of intent or gross negligence. Users remain responsible for adapting it to 
their situation. It replaces neither a professional audit nor legal advice. 

DentalSystems Sàrl 

Thomas Alvino, IT Technician 

www.dentalsystems.ch  |  talvino@dentalsystems.ch  |  +41 77 245 48 44 

© 2026 DentalSystems Sàrl. All rights reserved. 
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